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Abstract - Loss of information through online services is called
a “footprint of cybercrime”. So, the topic that we will discuss is
Cyber Crime and Cyber Security. It is an important part of
the information technology field. We all know that cybercrime
is increasing day by day, and the government also takes
measures to stop this, but it’s not dying from its root. In this
research paper, we will discuss about the different phases of
cybercrime in today’s time and the negative effects tolerated
by people due to cybercrime. There are so many financial loses
hanging over from heavy engagement in cybercrimes that have
been discussed below. This paper also consists of topics related
to cyber security, which provides safety to users. Overall, this
article gives an intensive overview regarding cybercrime, the
work of criminals and the cyber security and because of it how
to prevent the cybercrime and make it secure, as new
technology is there that comes up with new ideas to protect
human life.
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I. INTRODUCTION

Cybercrime footprints are spreading like a coronavirus
discovered in China. It attacks human life, mainly that of
children and mature humans. Cybercrime is one of the
fastest growing areas [1]. Similarly, a large number of
activities carried out by criminals are done with the help of
ICT tools. There are so many developed gadgets like mobile
phones, laptops, etc. that are used by humans that work like
robots and help to reduce the pressure that is on the human’s
mind, but it does not mean that they have only advantages,
as they have many effects regarding insecurity and
cybercrime. Major human actions include call fittingness,
financial transactions using mechanics finance, and email
transmissions [2]. Similarly, there is an increase in size
among children and women in India through chat rooms
today. It has increased their growth by 50% over the
previous year [3]. Some examples related to cybercrimes
that rise up in India through social media are that in the year
2017, it was 328,whereas in 2016 it was 155[4]. This may
affect India in a large variety of ways. The internet is used
all over the world, and it has become a visual part of
people’s lives. And it creates a breed of social hacking and
makes a person’s life damaged.

Activities that involve computers, network devices, or a
network are called “cybercrime.” A large number of
criminal activities are carried out with the assistance of ICT
tools and their applications [5]. The main areas that are
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covered or attacked by criminals are failures of security,
loss of availability, loss of discretion, and destructive
physical activity [6]. This phenomenon is only known to
hackers and cyber criminals. Hackers, cyber-criminals, and
terrorists are also becoming more sophisticated.

Through methods that are not commonly shared within the
general security community and are carried out under the
cover of security [7]. Today’s generation wants modish
gadgets such as cloud computing, mobile computing, e-
commerce, and net banking to get a high degree of privacy.
People want positive restrictions to make their data safe and
their lives safer too. Data security measures always lead to
privacy and security. Digital forms have maintained all the
data in today’s world. The fight against cybercrimes needs
an enlargement of security [8].

Every individual accepts responsibility for reducing these
types of crimes. Governments also place many restrictions
and make laws to prevent the types of cases that are done in
a wide range of countries, especially in India [9]. There are
some other scams from which people save their information
or data. There are some open-minded questions regarding
how to stay safe online: (a) what to do if you have fallen for
a scam; (b) if you download malicious software; (c) if you
send money to a person (fraud); (d) if your credit or debit
card information is stolen; (e) if your entire identification is
stolen [10]. Hence, the objectives of the current study are

1. To enquire about the current status of the illegal threat
in BRICS.

2. To verify the ways that makes BRICS nations lucrative
targets, mainly for cyber criminals.

3. An access to the impact of cybercrimes attacks on these
economics.

4. Some advice for it in order to find a reasonable solution
to this problem.

Cybercrime is an illegal activity committed by commissions
and thefts using various gadgets such as computer. There
are different types of cybercrimes which have a high rating
at the present time, and these crimes have been done with
the help of network intrusions, dissemination of computer
viruses and computer-based changes of existing crimes like
identity theft, stalking, bullying and terrorism which is not a
minor problem for human life [12].



II. TYPES OF CYBER CRIMES
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There are distinct types of cybercrime as depicted in Figure
1 and discussed below.
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Fig. 1 Types of cybercrimes [13]

1. Online Trolling: 1t includes sharing badgering symbols,
marks, types, characters etc., through electronic mails [14].
These all are done on social media. In this case, a troll is a
person who posts inflammatory content on an online forum.
It also means attacking on any person directly by doing
online trolling.

2. Hacking: Hacking is the collection and deletion of
personal or private data. It is a social networking site on
which there is a stealing of personal information through
hacking, which is also a weakness of the computer system
[15]. It includes the sharing of fake electronic mail to social
website users, including fake operator directions. It is
basically used for sending phishing emails to shut down
business communication. These emails number in the
hundreds and are sent to hundreds of people in less than a
minute [16].

3. Entails Blocking Unwanted Messages: These SMS
basically lead to the theft of bank information by making
calls in a fraudulent manner. There are some calls that are
for gaining profits by getting another person’s data, such as
bank account numbers, passwords, and OTP.

4. Carding: In this, criminals use fees on ATM cards and
debit cards to withdraw money. Firstly, hackers hack
personal data by making illegal calls and then making
threats using users’ details by making fake cards.

5. Virus Attacks: In this type of attack, criminals create
harmful viruses and then release them into computers to
damage and delete personal information. In this, hackers do
anything on other people’s accounts. They can add any type
of video, photos, etc.

6. Email Spamming: sending thousands of emails to
different users, and all these emails are under fake
conditions, which may be used to steal users’ data [17].
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7. Illegal Downloads: Downloading of the latest games and
movies is also called cybercrime. For example, there are
some apps that are made by hackers for hacking data or
specifically for gaining profit, such as Blue Whale Game
and PUBG. In these games, players have to purchase some
cards with money, so in this way, hackers gain profit [18].

8. Identity Theft: This refers to a crime where criminals use
victims to conduct online transactions. There are some other
victims also, like scams that have been used by hackers or
criminals [19].

A. Cyber Threat Landscape on BRICS

Basically, BRICS stands for Brazil, Russia, India, china and
South Africa and BRICS has been able to get their leading
positions in the world economy by acting as unofficial
consumer marketers. These are the five nations that face
many changes in their time and have different structures in
their lives. There are a large number of people that are on
social media, which means they use internet in a static
position, especially among the citizens of BRICS [20]
(Figure 2). Cyber criminals are the new developing threats
that are spreading all around us. There are a few internal
sources of threats like employees of agencies, customers
and end users of companies [22].
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B. Impact of Cyber Crime on Different Stages

1. Footprints of Cyber Crime Over Teenagers: Nowadays,
most teenagers are mingling with cyber work, which may
create many problems in today’s generation. It is common
to all [23]. Children below eighteen come under this action
as they do not have any knowledge. Mostly females come
under this negative situation because hackers think that
women do not have any power so that they catch them [24].
However, when it comes to males, there are few cases of
hacking because hackers believe they have the power to do
something new, such as hacking a case concerning
cybercrime [25].

2. Footprints of Criminal Offence Over User Deportment:
The data revolution, integrated with the raging of the
internet, exposes a number of open societies to the danger of
cybercrime. Cooperation should realize the different threats.
These markers are considered a coin as internet privacy has
been upgraded to check the privacy of consumers’ security
and free shopping. Cybercrime is the sole cause of both
prosperity and poverty, and it is growing by the day as we
all see that it affects the entire world [27]. India has the
largest chunk of global poor because of cybercrime [28]

(Figure 3).
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Fig. 3 Largest chunk of global poor [28]

IT1. CAUSES OF PROSPERITY AND POVERTY

As cybercrime increases day by day and the users in the
world are in a high range and they do not live without it
(Figure 4). There are so many cases when user do anything
on internet, some pop ups come between the using time
which is mostly related to crimes such as gaining of money
by playing illegal games [29].

There are some more examples that in case of banks, fraud
calls are also there in which hackers tell the users id,
passwords and many more and if user give them all then
he/she may lose all his/her money. These types of crimes
make a powerful money man to lower money man which
creates so many problems for that person.
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IV. COMPUTER SECURITY

Any ancient crimes that are conducted through web are
cybercrimes and saving it from others by any tool is called
cyber security (Figure 5). The work of protecting the data or
any of the information from hackers is also called cyber
security. There are so many technological solutions to
safeguard the trapping of any of the computer network or
the personal information that leads to cyber security [31].
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Fig. 5 Computer security [32]

There are so many strategies through which we can secure

our data easily. The government should take actions or

restrictions regarding all these crimes.

1. It should be a way to increase the punishment for
cyber-crime.

2. There should be an increase in the action of death by
taking action.

3. Always accept cyber terrorism.

4. There should be enough manpower to improve all the

management regarding the increment of cyber-crime
that is done only by hackers [33].

Privacy and security of information are measures, that any
cooperation takes care of it. In this, all data is stored
digitally in the form of cyber data. It is the location where
all users save their collections on each piece of hardware.
Cyber security plays a fatal role in today’s generation. In
many countries, there is no understanding of control
because of cybercrime [34]. Online arrangements are
currently secured through private activities, laws,



enforcement and other forms of international cooperation.
Cyber security is being played by non-governmental
authorities.

V. TECHNICAL MEASURES

Technical measure may be of two types (a) International
measure and (b) National measure.

Domestic governments always get together with each other
to protect someone’s personal data by exchanging
information, investigating attacks, stopping harmful
conduct, providing evidence, or even arranging a request for
the rendition of individuals.

An international agreement always depends upon activities
like cyber security [35]. Most national governments enact
their own legislation to punish cyber criminals. They
suggest some national laws for the protection of sharing and
attacks on governments like NSA to collaborate in the
creation of cyber-attacks. There is a necessity related to
cyber security which helps people’s data and secures their
information from cyber criminals to get more safety in life.
These are the only one measuring techniques that have no
effect on anyone [36].

A. Social Media Resources

There are so many applications that have been used,
especially for the security of human data, to defend all
pertain related to outsider crimes, viruses, or any of the
attacks that have been conducted by cyber criminals. At the
time of the development of social networking sites, first
note that there is a case of crime in this situation, so while
developing all these sites, they also make a point of cyber
security and how to save our data from threats [37].

B. Communication Security, Which Includes Some of the
COMSEC Disciplines

COMSEC stands for “Communication Security.” It is used
for protecting or securing data from telephonic
communication. It also helps in writing any information and
in transferring it to another device through any of the stages.
It decodes data on the site of the sender and makes it
unreadable until that data is inscribed on the receiver side
[38].

1. Emission Security: This security is used to provide relief
from the capture of material.

2. Physical Security: It enhanced by the dissemination of
all-prevention cryptographic information, documents, and
data.

3. Transmission Security: it is that security that has been
working when any of the data has to be transferred from one
device to another device to secure all the personal
information, preventing the stealing of data by malicious
people [39].
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4. Information Security is A Term that Leads to the Term
Information Technology: 1t is used for securing data as well
as taking part in the protection of software and hardware
items. This security has done its work in the process of
business, how to manage data or how to create documents
for meetings. There is a word that comes under information
security that is named “integrity”: it is basically for the
modification of data [40]. The various cyber stalking
categories are shown.

C. Communication Security

Basically, COMSEC stands for communication security. It
is used for protecting or securing data from telephonic
communication. It also helps in writing any information and
in transferring it to another device via any of the stages. It
encrypts data on the sender’s side and renders it unreadable
until it is rewritten on the receiver’s side [41].

1. Emission Security: This security is used to provide relief
from the capturing of material.

2. Physical Security: It is relieved by sharing its entire
cryptographic information, documents, and information
prevention.

3. Transmission Security: it is that security that has been put
to work when any of the data has to be transferred from one
device to another device to secure all the personal
information against stealing of data by malicious people
[42].

4. Information Security: Information security is a name that
leads to information technology. It is used in securing data
as well as taking part in protection of software and hardware
things. This security has done its job in the business process
of managing data or creating documents for meetings. There
is a word that comes under information security that is
named “integrity”: it is basically for the modification of data
[77]. The various cyber stalking categories are shown in
Table I.

TABLE I CATEGORY OF CYBER STALKING EMAIL [43]
Stalking transfer of viruses through emails and
1 | messages is a cyber threat, especially to get their
personal ID’s zip-code.

Internet stalking sharing of photos and personal data
in front of others on social networking sites.
Computer stalking is basically connecting one device
3 | to another device in order to hack it by performing
operations on it.

D. Network Security

This security is used for securing the parts of networking
from one device to another or a connection over
networking. Network security has so many layers, and each
layer works for different purposes in security, and all these
purposes lead to the networking of cyber threats only [44].
All of the components that work in networking security
collaborate to make their security materials less time-
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consuming and more powerful in terms of information
security [45]. Operational security includes some of the
security-based tools such as

1. Operational Security: OPSEC is a special name that is
given to operational security, as it is the main security tool
for securing anything. Opportunity security is basically used
for controlling or managing the whole system regarding the
making of plans for any of the security.

2. Identify Critical Information: First we have to check what
type of data is there that is harmful to an organization if the
data is obtained by a customer, employee, or from any other
adversary [46]. The second step for controlling is to
determine which code is there that is given by the user for
their private information, and this is a big target for the user
that he/she should find with a bit of big data.

3. Analyze Vulnerabilities: In the next stage, union
representatives check the impotence of the safe-conduct to
secure the personal data, and then they find a sphere or a
destination where a lack of security department training
leaves subject matter open to attack.

4. Asses’ Risks: The third step in operational security is that
many companies make their attacks for the purpose of
destroying the opinion of data, so an organizer must take a
decision on how to break all these attacks that have been
made by other departments of cyber threat.

5. Apply Appropriate Countermeasures: This is the final
step of control by making a plan by mixing all the stages
that have been given above and making a huge box of
attacking other people who are under all these cyber threats
[47]. They also develop or upgrade new technologies with
the help of government policies.

E. Cyber Security Risk Management

All risks that create problems for human resources in their
lives that cause panic conditions are based on three factors.

1. Threats: People who have already done their work in
hacking They do their work of theft, like stealing another’s
data, spoiling the whole computer system, stealing personal
data by using government policies, doing hacking for other
countries, and people who are involved in hacking for non-
state purposes. So, to decrease these outputs, developing
capabilities have been upgraded for security.

2. Vulnerabilities: These are systems that are so complex
that they can be hacked. It is almost the same as malicious
software [48]. If any of the attackers do any type of fraud in
the database, they use vulnerable hacking as a fraud [49].

3. Viruses: This is the element that causes a major issue for
a user. It is linked to your device without your permission or
knowledge [50]. Viruses are basically defects or defects that
destroy our computers’ files. There are so many fake mails,

AJEAT Vol.11 No.1 January-June 2022

40

messages that have been sent by the sender (fraud) for
hacking or to distract others’ information through online
mode. Viruses operate on gadgets on social networking sites
as well. Example: Melissa, Sesser, and Code: red [51].
These are the examples of viruses which may extend day by
day. Table II indicates the different virus’s categories.

TABLE II VIRUSES CATEGORIES [52]
Habitant Virus: This virus is done only on target system.
1 | This virus is activated only when operating system is
going to start.
Non- Resident Virus: This is the virus that directly effects
2 | on networking location and with local systems. This virus
does not take rest in system for a longer duration of time.
Bang Sector Virus: This virus is being loaded in memory
where there is a boot is invented from the destroyed life.

4. Worms: Worms are different from viruses in that there is
no need for a host to control them. Once the effects begin in
any computer, they automatically run. Warms is also known
as malicious software. It does not take any free memory
from internal sites; it works as an outsider [53]. Example:
Ineffective transportation, Bagle, Blaster.

TABLE Il WORM CATEGORIES [54]
Telecommunicate Worms: These are that worms
which is being share through emails, messages etc.
Computer Network Worms: It is sharing over the
internet through making link by illegal methods.
Web Worms: It shares that network which is not
good for users as it has no privacy.

5. Trojan Horses: It is the major problem for users, as this is
that hacking which is done by ending fake emails or
messages to any person and steal their personal information
by asking questions like they have a jackpot for you and for
this you have to tell me your personal ID zip code and like
this they hack all the information by the users [55]. It also
harms the computer system or others gadgets also by
sending files which consist of bag full with viruses. Table
IV indicates that what the different types of Trojan are.

TABLE IV TYPES OF TROJAN [56]
Power of Attorney Trojan: It is the type of trojan which
1 | is used to make a scientific structure through proxy
server, which helps in playing different operations.
Watchword Stealer Trojan: This is used for stealing any
type of password from the computer system.
IM Trojan: 1t is used to steal the personal information ,
3 | any kind of data from any social networking sites such as
from face-book, Instagram, Skype etc.
Pipette Trojan: It is used to make other malicious
4 | software or malware software. This Trojan is used in the
initialization of the attack.
Game Thief Trojan: This Trojan is used for getting any
other person’s data by playing games in online mode.
Trojan-Banker: This Trojan is used in stealing bank
6 | account information like as passwords of credit card or
debit card.

This is the hacking that has been done by fraudsters. In this,
hackers crack others’ ID passwords with the help of any



software and get all the personal information of others. That
is called illegal work.

VI. FINDINGS OF THE STUDY

The study of awareness of cybercrimes is the biggest
weapon required to subordinate the data [57]. There are a
total of 200 outcomes taken as a sample of this education,
and this sample is done only at the age range of 18-27 yrs. If
we take an example, these respondents were from different
colleges, such as Rajagiri, Amrita Vishwa Vidyapeetham,
SCMS, Mabharaja’s College, SNGIST, St. Xavier’s College
for Women, etc., [58]. Figure 10 indicates how many males
there are that are under cybercrime and how many females
there are that come under cybercrime [59]. There are so
many findings related to cybercrime.

A. Findings on Cybercrime and Awareness

Cybercrime spreads all over the world by 25.1%, through
which 51.7% know what cybercrime is and 21.7% do not
have any knowledge about cybercrime, while only 1.7 [60].
95% have no idea how cybercrime works. 8% of
respondents understand what fraud is. 71.8% of total
respondents understand cyber interaction. 53.7% are
unaware of identity theft. 59.6% are aware of credit card
and debit card fraud. 9% of respondents say that it is
necessary to be secure while using the internet and 22.1%
agree with it, while 5.8% do not give their response to it
because they all disagree [61]. 8% of the total respondents
were overcharged due to cybercrime. 2.4% of the
respondents have transactions that are under fraud
investigation. Money has been lost by 3.8% of the
respondents. 76% had not lost their money due to
cybercrime [62].

B. Findings on the Precautions of College Students

64% use antivirus software for their own use, especially for
their mobile phones, desktops, laptops, computer etc., The
remaining respondents do not use antivirus for their mobile
phones or digital gadgets that are now developing day by
day. 59% of the respondents use passwords on mobile
phones, computers, laptops, or when opening new sites to
save their data from cybercrimes and hackers, so that
they are not able to steal their data. 46.8% use pin numbers
in their gadgets for security, 46.8% use fingerprints, and
only 6.8% use face lock [63]. 9% of the respondents
changed their passwords when they saw the alert. Only
3.6% of the respondents changed their passwords once a
week in a month. Every 2-week password has been changed
by 3.6% of the respondents. 6% check the verification of
websites they use before entering them, and 31.5% check
their websites on a regular basis.12.1% of the respondents
check their websites when they have a look at it [64].

C. Cyber Safety Tips for Cyber Security

This is the type of hacking in which there no email is sent
by the bank to notify you that your account has been
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compromised, but it asks you to give your personal data like
a password or pin, which it already has [65]. So do not give
it to them.

1. Smart phones take the place of pocket-sized desktops:
This is the kind of hacking that directly attacks your
laptop and desktop. To secure this, create a strong
password.

2. Keep your personal information to yourself: Do not
write any personal information on the entire page of
any social networking site, such as on Instagram, Face-
book, or Twitter. Also, do not put your birth date.
Because of this, your bank account has been hacked
[66].

3. Know the pitfalls of public Wi-Fi: We should always
avoid taking others’ wireless internet connections.

4. Beware of public computers: Do not access your
personal information or data on another computer
because they have keystrokes that record your
password, account number, other personal
information [67].

5. Use credit card rather than debit card: When you
purchase anything anywhere, if you do not have cash,
then you use a card, so in this case, you should always
use a debit card, because it has a lower chance of fraud
[68].

6. Purchase only from reputable websites: It is so easy to
create an online market store and sell stuff by creating a
store. Those sites come under fraud for making fake
stores and collecting people’s credit card information,
so do not trust any of the online shopping or other sites
[69].

7. Check your accounts and your credit reports regularly
for errors. You have to check your credit data every day
to ensure that fraudulent accounts have not been created
in your name and that all these mechanisms have been
created on annual com.

8. Avoid suspicious e-mails: Do not click on any of the
links, whether they are shared by your friend or through
your relative. First, know everything about that site,
and then go with it. The most common cyber threat to
detect theft is email viruses [70].

or

D. An Approach to Reduce Cyber Crime

As cybercrime starts in developing countries and it also
creates so many issues in their lives, after realizing all these
effects that are caused by cybercrime, some of the
institutions to combat cybercrime are being built in
developing countries [72]. There is an example of
destroying this negative effect: In Romania, there is a town
named Ramnicu Valence, where fraud cases are settled in
large amounts. In 2005, there were two officers who were
there to deal with more than 200 cases by using a computer,
having aged nine years and having no internet connection
[73]. To connect any of the devices with another, they use
the same cafes that were used by cyber criminals to connect
the networks. In this way, they use the same theme that had
been used by the hackers to resolve the problem that had
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been on the heads of the consumers and sit on it as a panic
condition comes under them. In Bangladesh, people come
under hacking. They use subscriber identity modules in their
cell phones, and this idea has been spread all over
Bangladesh; not even a single town has left [75].Countries
from different parts of the world made the security products
only to handle cyber networks. In order to protect
themselves from hackers, North America created 58 percent
of the privacy items for their own country in 2002
[76].Sixty percent of Kenyan banks have a secure system,
according to the findings. There are so many
mechanisms that are being used by China for the
improvement of things, but the concept that has been
adopted by China is “hollow diffusion” of online and e-
commerce upgrading among firms in growing countries
[77].

VII. CONCLUSION

As we recover from all the topics related to cybercrime and
how to reduce it, that means cyber security. So, we study
that the big hand behind cybercrime is developing gadgets.
As they help us in various conditions, they also create a
hamper blast for users. The hacker’s identity ranged from
12 years old to 67 years old. To give the path of decrement
to cybercrime, there is a term called “cyber security.” There
are eight paths which help us prepare to fight against
cybercrime: Enable the automatic update on your
computers, there is no need to share your personal
information with any other person, install firewalls, Report
the id’s of those who are doing any type of crime, these are
some of the saved lists that saved a human life.

VIII. RECOMMENDATIONS

Some of the suggestions have been given by the department
of information and technology of Nepal and all these
suggestions are only for cyber security through which
people saves their personal information and data, so that
they can hide their data with a powerful link as a powerful
tool [78]. All these suggestions are given below.

1. Make more complex passwords by adding special
characters, numbers, alphabetic letters or by some of
the gaps such as small or capital letters through which
we can secure our data and always use a different user
ID [79].

2. Always ignore an unknown ID. If any message has
come from any of the unknown ID’S ignore it or put it
into the bin. Do not reply to that email. It may be a
message in a fraud case [80].

3. Do not respond to that email especially which is asking
about your personal information, passwords, your pin-
code, OPT’s, ATM numbers etc.

4. Check your account with any of the bank ID’S daily on
the basis of securing your data [81].

5. Always exercise caution when communicating via
online dating [82].

6. We do not have to share our personal information as a
biography on any of the accounts.
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10.
11.
12.

13.

(4]

(5]

(6]

(7]

(8]

(9]

[10]

[11

—

[12]

Always accept those friend requests; those are known
only to us [83].

Some people create fake IDs in order to contact others
and also to hack other users’ data.

Do not share any personal information on social media
[84]. If you want to post it, then put it as a private.
Avoid malicious downloads if there is no need.

Always remember protection by Phishers [85].

Do not install any of the apps that are doing malicious
work.

Need human value education [86-88].
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