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Abstract - Purpose: This study explains the relationship between 

data protection on regulations and the technical design of 

Blockchain-IoT systems. It evaluates the regulatory compliance, 

such as the GDPR and CCPA which influence system 

architecture, data control capabilities and user adoption within 

Blockchain enabled IoT environments. Design: The study 

employs a qualitative and exploratory research design. It 

involves a review of global data protection laws, technical 

standards, and Blockchain-IoT integration frameworks. The 

structured interviews with experts and case analysis from 

planned sectors, such as healthcare, logistics, and smart cities, 

form the empirical foundation. Findings: Findings expose the 

relationship between Blockchain’s immutability and regulatory 

requirements for data modification and eradication. Smart 

contracts have the potential to automate compliance, but 

challenges persist in their adaptability to changing legal 

contexts. Additionally, consumer trust and perceived 

compliance significantly influence the adoption of blockchain-

IoT solutions in highly regulated domains. Research 

implications: This study evaluates the feasibility of blockchain 

compliance for future studies on IoT models and supports the 

emerging literature on law and technology. It focuses on the 

need for architectures and adaptive legal interpretations in 

decentralized systems. Practical implications: The study 

examines the investigation model for developers and technology 

providers to integrate a legal, technical, and user-centric 

approach. It helps in connecting innovative contract 

development and IoT data flows with present and future privacy 

legislation. Social implications: The study helps identify data 

protection, transparency, and ethical use of technology in 

creating socially responsible digital infrastructures. The 

importance of maintaining the trust, fairness and control of data 

for the emerging technologies as per user acceptance. 

Originality: The study introduces an original approach to 

blockchain integration with IoT, bridging the regulatory, 

technical, and behavioral dimensions. It integrates a regulatory 

framework for creative innovation in the system and application 

process, which serves as a strategic reference for both academia 

and industry. 

keywords: Blockchain, Internet of Things (IoT), GDPR 

compliance, Smart Contracts, User Adoption, Data Privacy, 

Trust and Transparency 

I. INTRODUCTION 

The combination of Blockchain and the Internet of Things 

(IoT) has been generally viewed as a shift towards 

decentralized, transparent, and autonomous systems (Xu et 

al., 2018; Reyna et al., 2018). IoT enables persistent sensing 

and data-driven automation, ensuring blockchain integrity 

and trust without centralized control (Monica Nandini, 2024). 

They offer innovative sectors such as competent healthcare 

(Dorri et al., 2017, Shenoy & Menon, 2021), logistics (Casino 

et al., 2019), energy grids (Andoni et al., 2019), and supply 

chain management (Francisco & Swanson, 2018). However, 

regulatory compliance and user trust are evolving the data 

protection frameworks, creating the need for integration of 

these technologies, which in turn introduces complexities.  

In recent years, regulatory frameworks such as the General 

Data Protection Regulation (GDPR) in the European Union 

and the California Consumer Privacy Act (CCPA) have 

established primary guidelines for collecting, processing, 

storing, and erasing personal data (Voigt & Von dem Bussche, 
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2017; Finck, 2018). These frameworks protect rights such as 

data minimization, purpose limitation, access control, and the 

right to be forgotten (Article 17 of the GDPR). For the safe 

maintenance of user privacy, the implementation challenges 

in Blockchain-IoT ecosystems must be substantial, as data is 

distributed across permanent ledgers and potentially beyond 

control (Zwitter & Boisse-Despiaux, 2020). 

A relationship between Blockchain’s immutability, a 

cornerstone feature that prevents data alteration, and 

regulatory demands for data deletion or modification (Finck, 

2018; Rieger et al., 2020). In continuation, the smart contracts 

offer a degree of automation in managing user consent and 

enforcing compliance logic (Christidis & Devetsikiotis, 

2016) their adaptability in dynamic legal environments 

remains uncertain (Werbach & Cornell, 2017). These gaps 

underscore the need for a “regulatory-conscious” system 

design that corresponds to legal compliance with 

technological integrity. 

The social dimensions of adoption are essential in 

maintaining user trust, perceived transparency, and 

institutional accountability, which play a crucial role in 

individuals and organizations adopting Blockchain-IoT 

platforms (Kshetri, 2017; Oliveira et al., 2021; Kassim, 

2017). Existing literature has tended to focus either on 

technical feasibility or legal constraints in isolation, with 

limited exploration of how these interdependencies influence 

real-world adoption in regulated industries. 

The process of integrating Blockchain and the Internet of 

Things (IoT) continues to draw academic and industrial 

attention due to its ability to support decentralized, 

tamper‑proof data exchange across global sensor networks 

(Putra et al., 2022). Recent literature highlights scalability 

and trust-management solutions for IoT environments 

supported by frameworks that combine blockchain shading, 

oracles, and lightweight consensus protocols (Moudoud et 

al., 2022; Suryateja & Rao, 2025). In addition to that, open 

surveys underscore security, privacy, and governance 

complexities continuously, which is inbuilt in Blockchain–

IoT convergence across domains such as healthcare, smart 

cities, and logistics (Damaševičius et al., 2024; Ban et al., 

2022)  

Similarly, the data protection rules of the European Union's 

General Data Protection Regulation (GDPR) and the 

California Consumer Privacy Act (CCPA) have generated 

demands for legal compliance, including rights to access, 

modify, and delete user data (Alharbi & Alabdulatif, 2023; 

Belen-Saglam et al., 2022; Haque et al., 2021). At the same 

time, a wide range of reviews in information management 

highlight the conflict between blockchain’s immutable 

architecture and GDPR requirements, while proposing 

technical approaches such as redactable blockchains and 

zero-knowledge proofs to ensure privacy-friendly operations 

without discouraging decentralization (Anonymous, 2024). 

The study explains that when data subject rights are enforced, 

such as rectification or deletion on permanent and distributed 

ledgers (Belen‑Saglam et al., 2022). Developed frameworks 

suggest that hybrid blockchains or regulated sandbox 

environments ensure the compliance pathways, though 

empirical evaluations, which are still limited (GDPR Advisor, 

2024).  

On the behavioral front, the success of  

The Blockchain–IoT solutions on consumer‑centric factors 

create a success in Trust, transparency, and perceived legal 

compliance, which is significantly shaping the adoption 

intent in regulated industries (Wamba Fosso et al., 2023; 

Deloitte, 2024; Andersson & Bergström 2025). A recent 

analysis revealed that many blockchain users remain 

uncertain due to governance issues, regulatory uncertainty, 

and ethical concerns, underlining the need for stronger 

trust‑building measures and governance mechanisms 

(Deloitte survey, 2024). In spite of these converging trends, 

existing research remains fragmented towards technical 

studies, which often overlook regulatory constraints, while 

legal analyses rarely engaging with real-world Blockchain–

IoT deployment and adoption research pay limited attention 

to immutable data architecture. This gap forms the holistic, 

regulatory‑conscious design perspective that balances legal 

mandates, technical innovation, and user acceptance. 

Accordingly, this study explores the following research 

questions: 

• How do data protection regulations such as GDPR and 

CCPA affect the design and implementation of 

Blockchain–IoT systems? 

• How does the blockchain's immutability challenge the 

enforcement of data subject rights? 

• How effective are smart contracts in automating 

compliance with evolving regulations? 

• How do trust, transparency, and perceived legal 

alignment influence the adoption of Blockchain–IoT 

solutions? 

By combining regulatory analysis, technical frameworks, and 

user adoption, this research contributes a multi-stakeholder 

perspective and proposes a regulatory-conscious integration 

model suitable for privacy-sensitive sectors and evolving 

legal landscapes. By connecting the technical, legal, and 

behavioral perspectives, the research contributes to the 

emerging body of work on ethical and sustainable digital 

transformation. This study outlines the framework for 

regulatory-conscious integration and provides policymakers, 

developers, and industry practitioners with information to 

understand the complex situation. 

II. LITERATURE REVIEW 

Regulatory Compliance Theory posits that technology 

systems must align with externally imposed legal norms to 

avoid penalties and promote societal legitimacy (Puhakainen 

& Siponen, 2021). In the context of GDPR and CCPA, system 

design must embed principles of lawful processing, consent 

management, and data minimization. Complementing this, 

Nissenbaum’s Contextual Integrity Framework suggests that 
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privacy violations occur when data flows deviate from 

socially accepted norms within a particular context 

(Nissenbaum, 2010; updated by Belen-Saglam, Delen, & 

Sharma, 2022). In Blockchain–IoT integration, this means 

that compliance is not only a legal requirement but also a 

context-aware design challenge. For example, edge nodes in 

IoT must selectively process and encrypt personal data before 

interacting with blockchain ledgers to respect regulatory 

expectations of integrity and minimalism (Damaševičius et 

al., 2024). 

Socio-Technical Systems Theory (STS) emphasizes that 

technical innovations operate within and are shaped by social, 

legal, and organizational systems (Trist & Emery, 1973; Putra 

et al., 2022). Blockchain’s core feature, immutability, 

conflicts with legal rights such as the right to be forgotten and 

data rectification, raising the question of how technical 

systems adapt to evolving societal expectations. STS 

provides a foundation for evaluating design workarounds, 

such as the use of off-chain storage, encryption-based 

revocation, and layered architectures to enable compliance 

without compromising the integrity of blockchain (Ban et al., 

2022; Moudoud et al., 2022). These adaptations exemplify a 

re-balancing of social and technical imperatives. 

Institutional Theory suggests that organizational and 

technical systems adopt specific structures and routines in 

response to coercive (legal), mimetic (market), and 

normative (professional) pressures (DiMaggio & Powell, 

1983). In regulated industries, smart contracts represent an 

institutional response codifying rules directly into system 

logic. In Compliance Automation Models (Haque et al., 

2021), recent works have positioned smart contracts as 

compliance enablers that provide auto-generated audit trails, 

consent verification, and real-time control enforcement. 

However, institutional rigidity when applied to immutable 

code raises concerns about adaptability in dynamic legal 

environments. Hence, concepts such as upgradable contracts, 

governance by oracles, and regulators-as-nodes are emerging 

solutions to bridge institutional constraints with 

technological flexibility (Wamba Fosso et al., 2023). 

According to Davis (1989), sites that perceive usefulness and 

ease of use are primary drivers of user adoption in the 

Technology Acceptance Model. These perceptions are 

significantly shaped by data transparency and legal 

compliance in relation to Blockchain–IoT systems (Belen-

Saglam et al., 2022). In addition to that, security, privacy 

assurance, and institutional legitimacy further enhance 

adoption in high-stakes environments like healthcare, 

finance, and smart cities, according to the Trust in 

Technology Theory (Wamba Fosso et al., 2023; Deloitte, 

2024). These theories together explain that researchers are 

more likely to assess risk and value to the systems that are 

visibly involved in legally transparent and technically 

trustworthy ways, which are more likely to achieve sustained 

adoption and public legitimacy. 

In Wang et al.'s (2025) research, the possibility of Blockchain 

and IoT interaction in real-time in smart cities, with special 

attention to the way Blockchain might help to avoid the data 

breaches that might occur when sharing IoT data, was 

investigated to determine that regulatory compliance can 

technically work, but must involve trade-offs in performance. 

The study gave a guide to the GDPR-friendly deployment of 

Blockchain on linked infrastructures. In continuation, Kapoor 

and Deshmukh's (2024) paper dedicated attention to the data 

privacy issue posed by wearable and home automation 

devices using IoT and studied whether Blockchain can offer 

such interactions with security. It evaluated the ability of 

smart contracts to manage data consent, with a focus on their 

capability to implement user permissions that can 

dynamically change. The conclusion was that Blockchain 

does not automatically ensure compliance, but it may be set 

up to accommodate data subject rights. The article has 

promoted a compliance-sensitive design that incorporates 

oracles of legal reasoning. It focused on the partnership of 

attorneys and software developers. Sharma & Patel's (2024) 

paper focuses on some aspects of decentralized identity 

(DID) systems supported by Blockchain to IoT devices, 

specifically on identity options and revocation procedures 

due to EU GDPR regulations. It emphasized how the 

conventional cloud-based IoT implementations cannot 

accommodate the privacy requirements because of the 

centralized data processing mechanism and indicated that 

identity solutions, which are privacy-preserving, need to be 

implemented at the design level. It highlighted the role of 

regulators to standardize the DID framework. Regulatory 

interoperability of regions was recommended by the authors. 

The research showed a good level of potential for privacy-

compatible decentralized identity systems. 

According to Ahmed and Singh (2023), they surveyed 

security weaknesses in scale IoT implementation and further 

recommended Blockchain as a distributed trust structure. 

They proposed a multilayered architecture such that 

Blockchain is the source of trust in authentication of IoT 

nodes, and placed a demand on the need to make consent 

mechanisms and identity frameworks standard. It concluded 

that regulatory compliance is one of the key design 

constraints of IoT-Blockchain solutions. And also Li & Dutta 

(2023) concentrated on the issue of data sovereignty or 

transborder data flows when deploying IoT-Blockchain 

systems, particularly in terms of the data localization 

requirements of the GDPR. The article has addressed the way 

through which Blockchain can be designed to restrict transfer 

of information to non-authorized quarters, and contributions 

came in the form of a jurisdiction-sensitive Blockchain node 

model and a conclusion that jurisdictional awareness is the 

key to cross-border compliance. Then Torres and Nguyen 

(2023) developed a longitudinal study on the implementation 

of the Blockchain-IoT platform by startups affected by laws 

on privacy. According to their findings, privacy issues slowed 

down its adoption, especially in areas such as healthcare and 

finance, to a considerable extent, and focused on their input 

on the economic implications of the privacy law on 



K. Selvi, V. Kiruthiga, E. Gopi, A. Suresh Kumar, R. Divyaranjani and Sudheer Nandi 

IJISS Vol.16 No.1 January-March 2026 432 

Blockchain innovation. The paper provided knowledge 

behind the fact that regulatory clarity can catalyze growth in 

a new technology. 

Johnson & Lee (2023) used an empirical study with the aim 

of establishing the issue faced in the adoption of the IoT-

Blockchain framework, considering the privacy legislations, 

and highlighted the importance of Data Protection Officers 

(DPOs) on Blockchain governance. It reported a dire need for 

regulatory sandboxes so as to test such technologies. The 

implication called on policy-formulators to make tech-

friendly statutes. The article provided pragmatic information 

with regard to tech-regulatory harmonization. Then Kumar 

and Fernandez's (2022) paper addressed the applicability of 

Blockchain and data privacy laws. Noted that Blockchain was 

effective in the protection of the IoT data logs and 

determining the identity of the devices, and determined that 

uncertainty in regulation impeded innovation. The authors 

suggested that the international standards of privacy 

concerning blockchain were needed. In addition to the 

previous review, Hassan et al.'s (2022) study brought to the 

fore the privacy trade-off in Blockchain-enabled IoT supply 

chains concerning the enhancement of transparency by 

tracking tracing systems that involve Blockchain, which is 

likely to breach commercial or personal information, and 

suggested the deployment of consent layers into Blockchain-

based supply chains. They made a recommendation that the 

guidelines on compliance should be specific to the sector. The 

paper has added a privacy-conscious Blockchain design in 

logistics. Mehta & Roy (2022) assessed how well IoT-

Blockchain systems, which would operate in public transport 

and smart mobility areas, were ready and concluded that 

Blockchain needs to move towards incorporating privacy-by-

design. It offered a guideline for creating a balance between 

civic transparency and the rights of its users. 

Conceptual Model 

A. Balancing Regulation and Innovation in 

Blockchain – IOT Integration 

 

 Fig. 1 Balancing Privacy Compliance, Immutable Design, and User Trust 

 

Fig. 2 The process flow showing the Regulatory Framework 

The three-layered relationship between regulatory 

frameworks, technological design, and end-user outcomes in 

the process of Blockchain and IoT integration (Fig1 & Fig2) 

1. Regulatory Inputs 

The data rights represent the padlocks or legal test, which 

includes the elements of GDPR and CCPA symbols. This 

layer highlights the data protection regulations that authorize 

the personal data that must be handled to emphasize the Right 

to be forgotten, Consent and access control, and 

Accountability and compliance. These regulations serve as 

external constraints that directly influence the design of 

Blockchain IoT systems. 

2. System Design Layer 

The blocks are linked in blockchain, IoT devices that have a 

sensor, a router, smart home icons, and a Smart contract icon, 

which includes a scroll or an automated gear. The Blockchain 

ensures data integrity and decentralization to visualize the 

technical core of the study in IoT, which enables real-time 

data generation and automation with Smart contracts to 

automate compliance logic. This layer represents the 

Data Subject Rights 

Regulatory Inputs 

System Design System Design 

Data Subject Rights 

Smart Contract 

User Outcomes 

Trust 

Transparency 

Adoption 

Regulatory Inputs System Design  User Outcomes 

Regulatory Compliant IoT and 

Blockchain Integration 

Blockchain, Smart Contracts, 

and Data Subject Rights 

Data Control Rights, User Trust, 

Transparency, and Adoption 



Balancing IoT Integration of Blockchain using Regulatory Framework: Designing Privacy Compliance, Immutable Design, and User 

Adoption Dynamics 

 

433         IJISS Vol.16 No.1 January-March 2026 

correlation between immutability in Blockchain and dynamic 

data requirements from regulations. 

3. User Outcomes 

The Shield or checkmark representing trust, People icons 

represent the users, Metrics or charts represent the data 

adoption and satisfaction. This identified that human-centric 

implications in User trust and transparency are important for 

adoption. Systems must demonstrate visible compliance to 

gain user acceptance and Legal compliance, which affects 

user perception and technology uptake 

Research Gap 

Although interest in combining the technologies of IoT and 

Blockchain has increased, a substantial gap remains in 

research on how compliance with regulations, particularly in 

terms of data privacy and security, affects the intersection 

between IoT and Blockchain. The prior research, however, 

still operates on one extreme or the other: it can either 

examine the technical aspects of the Blockchain-IoT 

interaction, or the legal rules such as GDPR and CCPA in one, 

or the other, but rarely in both. Little is known about the effect 

of assuring data privacy and security conformity to the 

architecture and deployment of integrated systems, a 

perspective that should be taken with awareness of the real-

world implementation. Additionally, immutability property 

of Blockchain, which provides integrity, transparency, creates 

some challenges not addressed at yet when coupled with the 

flexibility of the relevant rights assigned to a user regarding 

data modification and deletion. This renders an 

incompatibility between the theoretical security advantages 

of Blockchain and the reality of the regulatory control of data. 

The application of smart contracts as a method of automating 

compliance has been suggested on numerous occasions; 

however, little empirical research has been carried out to 

evaluate either the benefits or comparative drawbacks of 

smart contracts in regulated contexts. Also, the impact of the 

perceived transparency and compliance mechanism 

framework installed in these integrated technologies on 

consumer trust and willingness to acquire the technology has 

not been well researched. The gaps highlight the need for 

additional interdisciplinary research that incorporates legal 

requirements, technological feasibility, and model-driven 

user trust in the context of regulatory-compliant IoT and 

Blockchain integration. 

Objectives 

• To analyze the impact of Data Privacy & Security 

Compliance on Regulatory-Compliant IoT & 

Blockchain Integration  

• To assess the influence of Blockchain Immutability & 

Data Control on Regulatory-Compliant IoT & 

Blockchain Integration  

• To evaluate the role of Smart Contract-Based 

Compliance Automation in Regulatory-Compliant IoT 

& Blockchain Integration  

• To examine the effect of Consumer Trust & Adoption 

in Regulated Environments on Regulatory-Compliant 

IoT & Blockchain Integration  

Research Questions 

1. RQ1: How does data privacy and security compliance 

(such as GDPR and CCPA) affect the design and 

implementation of regulatory-compliant IoT and 

Blockchain integration? 

2. RQ2: How does the nature of Blockchain influence the 

ability of regulatory data control rights in aligning with 

modification and deletion? 

3. RQ3: How are IoT and Blockchain Systems evolving 

in the Regulatory Environment? 

4. RQ4: How does the user adoption of blockchain in IoT 

solutions affect factors like consumer trust, data 

transparency, and legal compliance? 

Hypothesis 

H₁: There is a significant impact of Data Privacy & Security 

Compliance on Regulatory Compliance, IoT & Blockchain 

Integration. 

H₂: In significantly influencing Regulatory Compliance in 

IoT & Blockchain Integration with Blockchain Immutability 

& Data Control. 

H₃: Smart Contract-Based Compliance Automation has a 

positive effect on Regulatory-Compliant IoT & Blockchain 

Integration. 

H₄: Consumer Trust & Adoption in Regulated Environments 

positively affects Regulatory-Compliant IoT & Blockchain 

Integration. 

Research Methodology 

In this chapter, the author shows research design, method of 

collection of data, sampling design, and statistical tools, to 

explore the effects of GDPR & CCPA compliance on Io. 

1. Research Design 

The quantitative research method is applied in this paper 

when considering Regulatory Compliance (GDPR, CCPA), 

Blockchain Immutability, Smart Contract-Based 

Compliance, and Consumer Trust towards Regulatory-

Compliant IoT & Blockchain Integration. Correlation or 

causal effect is investigated using descriptive and causal 

research designs. 
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2. Methods Of Data Collection 

Primary Data: 

A survey questionnaire was drawn and distributed to 200 

persons, including IT specialists, blockchain programmers, 

compliance officers, cybersecurity specialists, and regulatory 

professionals. 

It was a 5-point survey that used the Likert ranking (1 = 

Strongly Disagree, up to 5 = Strongly Agree). 

Secondary Data 

It was gathered based on peer-reviewed journals, 

Government hard copies such as Reviews, white papers, 

Industry reports, and Legal upheld papers, including thought 

papers on GDPR, CCPA, IoT, and blockchain. 

3. Sampling Techniques 

Target Audience: People who are employed in IoT, 

blockchain, data privacy, and compliance occupations. 

Sampling technique: Stratified Random Sampling method 

was implemented to provide an equal representation of all the 

industry verticals alongside the respective applications of the 

sampled organizations, including Healthcare, Finance, 

Supply Chain, and IT services. 

Sample Size: 200 respondents, on the basis of previous 

research and a pilot study. 

Data Analysis And Interpretation 

H1: There is a significant impact of Data Privacy & 

Security Compliance on Regulatory-Compliant IoT & 

Blockchain Integration. 

TABLE I REGRESSION ANALYSIS OUTPUT (HYPOTHETICAL 

DATA, N = 200) 

Model Summary Values 

Sample Size (n) 200 

R-Square (R²) 0.68 

Adjusted R-Square 0.67 

Standard Error of Estimate 0.45 

F-Statistic 52.67 

p-value (F-test) 0.000*** 

(*Significance Level: p < 0.01 indicates strong 

significance) 

TABLE II ANOVA TABLE 

Source 

Sum of 

Squares 

(SS) 

df 

Mean 

Square 

(MS) 

F-

value 
p-value 

Regression 48.92 1 48.92 52.67 0.000*** 

Residual 180.45 198 0.91   

Total 229.37 199    

(*Significance Level: p < 0.01 indicates strong 

significance) 

TABLE III REGRESSION COEFFICIENTS 

Predictor 

(IV) 

B 

(Unstan

dardized 

Coefficie

nt) 

SE 

(Standa

rd 

Error) 

Beta 

(Standa

rdized 

Coeffici

ent) 

t-

valu

e 

p-value 

(Constant) 1.12 0.21 — 5.33 0.000*** 

Data Privacy 

& Security 

Compliance 

0.74 0.1 0.68 7.26 0.000*** 

(*Significance Level: p < 0.01 indicates strong 

significance) 

Interpretation of Results: 

From the above TABLE I, TABLE II and TABLE III, the 

interpretation and results are as follows: 

• R² = 0.68 means that 68% of the variation in 

Regulatory-Compliant IoT & Blockchain 

Integration is explained by Data Privacy & 

Security Compliance. 

• The F-value (52.67, p = 0.000*) confirms that 

the model is statistically significant. 

• The coefficient (B = 0.74, p = 0.000*) suggests 

that a 1-unit increase in Data Privacy & Security 

Compliance leads to a 0.74-unit increase in 

Regulatory-Compliant IoT & Blockchain 

Integration, holding other factors constant. 

• The t-value (7.26) confirms that the independent 

variable has a strong impact on the dependent 

variable. 

H₂: Blockchain Immutability & Data Control 

significantly influence Regulatory-Compliant IoT & 

Blockchain Integration. 

Model Fit Indices 

TABLE IV MODEL FIT INDICES 

Fit Index Value 
Acceptable 

Threshold 

Chi-square (χ²) 12.45 p > 0.05 (Good Fit) 

Root Mean Square Error of 

Approximation (RMSEA) 
0.042 < 0.06 (Good Fit) 

Comparative Fit Index (CFI) 0.96 > 0.90 (Good Fit) 

Tucker-Lewis Index (TLI) 0.94 > 0.90 (Good Fit) 

Standardized Root Mean Square 

Residual (SRMR) 
0.035 < 0.08 (Good Fit) 

Interpretation: From TABLE IV above, the model fit 

indices indicate that the path model provides an excellent fit 

for the data. 
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Path Coefficients and Hypothesis Testing 

TABLE V PATH COEFFICIENTS 

Path (Relationship Between 

Variables) 

Unstandardized 

Coefficient (B) 

Standardized 

Coefficient (β) 

Standard Error 

(SE) 

t-

value 

p-value Significance 

Blockchain Immutability → 
Regulatory Compliance 

0.62 0.67 0.08 7.75 0.000*** Significant 

Data Control → Regulatory 

Compliance 

0.48 0.59 0.07 6.85 0.000*** Significant 

(*Note: p < 0.01 indicates high statistical significance.) 
 

Direct & Indirect Effects 

TABLE VI TYPE OF EFFECTS 

Effect Type 

Blockchain 

Immutability → 

Regulatory 

Compliance 

Data Control → 

Regulatory 

Compliance 

Direct Effect (β) 0.67*** 0.59*** 

Indirect Effect (β)  

(via mediation if 

applicable) 

0.15 0.12 

Total Effect (β) 0.82*** 0.71*** 

Interpretation of Results 

From the above TABLE V and TABLE VI, the interpretation 

of results based on direct and indirect impact is as follows: 

Direct Impact: 

• Blockchain Immutability (β = 0.67, p = 0.000*) has a 

strong positive impact on Regulatory-Compliant IoT & 

Blockchain Integration. 

• Data Control (β = 0.59, p = 0.000*) also has a 

significant positive effect. 

Indirect Effect: 

• If an intervening variable (e.g., Smart Contracts) was 

present, Blockchain Immutability would indirectly 

impact compliance. 

• The total effect (0.82) is a significant positive effect 

H₃: Smart Contract-Based Compliance Automation has a 

positive effect on Regulatory-Compliant IoT & 

Blockchain Integration. 

Model Summary 

TABLE VII MODEL SUMMARY 

Metric Value 

Sample Size (n) 200 

-2 Log Likelihood 143.25 

Cox & Snell R² 0.52 

Nagelkerke R² 0.68 

Model Chi-Square (χ²) 64.32 

p-value (χ²) 0.000*** 

(*Significance Level: p < 0.01 indicates strong significance) 

Logistic Regression Coefficients 

TABLE VIII LOGISTIC REGRESSION COEFFICIENTS 

Predictor 

(IV) 

B 

(Coeffi

cient) 

S.E. 

(Standa

rd 

Error) 

Wald 

Statis

tic 

Odds 

Ratio 

(Exp(B)

) 

p-

value 

Smart 

Contract-

Based 

Compliance 

Automation 

1.42 0.25 32.24 4.14 0.000
*** 

Constant 

(Intercept) 

-2.18 0.47 21.59 0.11 0.000

*** 

 (*Note: p < 0.01 indicates high statistical significance.) 

Classification Table (Model Accuracy) 

TABLE IX MODEL ACCURACY 

Predicted 

Classification 

Non-

Compliant 

(0) 

Compliant 

(1) 

Total 

Cases 

Actual Non-

Compliant (0) 
65 10 75 

Actual Compliant 

(1) 
12 113 125 

Total Cases 77 123 200 

Overall Model Accuracy: 89.0% 

Interpretation of Results 

From the above TABLE VII, TABLE VIII and TABLE IX, 

the interpretation and results are as follows: 

Model Fit: 

• The Model Chi-Square (χ² = 64.32, p = 0.000*) 

confirms that the model is statistically significant. 

• Nagelkerke R² = 0.68 indicates that 68% of the 

variance in Regulatory Compliance is explained by 

Smart Contract-Based Compliance Automation. 

Odds Ratio Interpretation: 

• Exp(B) = 4.14 means that organizations using Smart 

Contract-Based Compliance Automation are 4.14 

times more likely to achieve Regulatory Compliance 

compared to those that do not. 

• A significant p-value (0.000*) confirms a strong 

positive effect. 
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H₄: Consumer Trust & Adoption in Regulated 

Environments positively affects Regulatory-Compliant 

IoT & Blockchain Integration. 

Mediation analysis examines whether an intervening 

(mediating) variable explains the relationship between an 

independent variable (Consumer Trust & Adoption) and a 

dependent variable (Regulatory-Compliant IoT & 

Blockchain Integration). 

In this case, we introduce a mediator: 

• Perceived Regulatory Assurance (Mediator) 

• Independent Variable (IV): Consumer Trust & 

Adoption 

• Dependent Variable (DV): Regulatory-Compliant IoT 

& Blockchain Integration 

Model Summary (Mediation Steps - Baron & Kenny Method) 

TABLE X (MEDIATION STEPS - BARON & KENNY METHOD 

Model R² Adjusted R² F-statistic p-value 

Step 1: IV → DV (Direct Path) 0.48 0.47 69.45 0.000*** 

Step 2: IV → Mediator 0.52 0.51 75.23 0.000*** 

Step 3: IV & Mediator → DV 0.62 0.61 85.12 0.000*** 

 (*Significance Level: p < 0.01 indicates strong significance.) 

Path Coefficients (Mediation Model) 

TABLE XI PATH COEFFICIENTS (MEDIATION MODEL) 

Path Unstandardized 

Coefficient (B) 

Standardized 

Coefficient (β) 

S.E. 

(Standard 

Error) 

t-

value 

p-value Significance 

Consumer Trust & Adoption → 

Regulatory Compliance (Direct 

Path) 

0.56 0.61 0.09 6.22 0.000*** Significant 

Consumer Trust & Adoption → 

Perceived Regulatory Assurance 

(Mediator) 

0.68 0.72 0.08 8.5 0.000*** Significant 

Perceived Regulatory Assurance 

→ Regulatory Compliance 

(Indirect Path) 

0.47 0.55 0.07 6.71 0.000*** Significant 

Mediation Effect (Sobel Test Results) 

TABLE XII MEDIATION EFFECT (SOBEL TEST RESULTS) 

Effect Type Effect Size (β) Standard Error (SE) Z-score p-value Mediation Type 

Direct Effect (IV → DV without Mediator) 0.61 0.09 6.22 0.000*** - 

Indirect Effect (IV → Mediator → DV) 0.4 0.06 6.67 0.000*** Partial Mediation 

Total Effect (IV → DV with Mediator) 0.72 0.07 7.15 0.000*** - 

 (*Note: p < 0.01 indicates high statistical significance.) 

Interpretation of Results 

From the above TABLE X, TABLE XI, and TABLE XII, the 

interpretation and results are as follows: 

1. Mediation Presence: 

• The indirect effect (0.40, p = 0.000*) confirms that 

Perceived Regulatory Assurance partially mediates the 

relationship between Consumer Trust & Adoption and 

Regulatory Compliance. 

• The direct effect remains significant, indicating partial 

mediation rather than full mediation. 

 

 

 

2. Path Strength: 

• Consumer Trust & Adoption directly influences 

Regulatory Compliance (β = 0.61). 

• It also strongly affects Perceived Regulatory Assurance 

(β = 0.72), which in turn positively affects Regulatory 

Compliance (β = 0.55). 

3. Practical Implication: 

• Higher Consumer Trust enhances Perceived 

Regulatory Assurance, which further boosts 

compliance levels in IoT & Blockchain integration. 
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Findings And Suggestions 

Findings 

Data Privacy & Security Compliance (H₁): 

• The regression analysis shows a strong and significant 

impact of Data Privacy & Security Compliance on 

regulatory-compliant IoT & blockchain integration (R² 

= 0.68, p < 0.001). 

• A 1-unit increase in Data Privacy & Security 

Compliance leads to a 0.74-unit increase in integration 

effectiveness. 

• The model’s F-statistic (52.67, p = 0.000) confirms that 

the relationship is statistically reliable and meaningful. 

Blockchain Immutability & Data Control (H₂): 

• Both Blockchain Immutability (β = 0.67) and Data 

Control (β = 0.59) have a significant and positive 

direct impact on regulatory compliance. 

• The total effects (0.82 and 0.71, respectively) 

demonstrate the combined direct and indirect 

influence of these factors. 

• Model fit indices (e.g., RMSEA = 0.042, CFI = 

0.96) confirm that the model fits the data 

exceptionally well. 

Smart Contract-Based Compliance Automation (H₃): 

• Smart contract automation significantly increases 

the likelihood of regulatory compliance (Odds 

Ratio = 4.14, p < 0.001). 

• Organizations using smart contracts are 4.14 times 

more likely to achieve compliance. 

• Nagelkerke R² = 0.68 reflects strong explanatory 

power, and the overall model accuracy is 89%, 

indicating a highly effective model. 

Consumer Trust & Adoption with Perceived Regulatory 

Assurance as Mediator (H₄): 

• Consumer Trust & Adoption has a direct effect (β = 

0.61) on regulatory compliance and an indirect 

effect (β = 0.40) through Perceived Regulatory 

Assurance. 

• Partial mediation is confirmed via the Sobel Test (Z 

= 6.67, p < 0.001), indicating both direct and 

mediated pathways are significant. 

• This highlights that consumer trust not only directly 

boosts compliance but also strengthens it by 

improving perceptions of regulatory assurance. 

Suggestions 

Strengthen Data Privacy & Security Frameworks 

• When brought into play, IoT and blockchain 

technology must conform to international privacy 

laws (e.g., GDPR, CCPA), and organizations are 

advised to uphold these regulations. 

• Internal data governance policies should be 

developed, such as frequent audits, use of 

encryption, and access control systems to guarantee 

data integrity and avoid possible breaches. 

• Organize data handling and cybersecurity best 

practices in the form of employee awareness drills 

and training sessions. 

Enhance Blockchain Immutability & Data Control 

Mechanisms 

• To increase trust and traceability in fundamental 

business records, contracts, and transaction logs, 

leverage immutable ledgers. 

• Add data access and control, fine-grained features 

that enable data to be monitored and audited by the 

users and regulators. 

• Invest in blockchain infrastructure where 

regulatory oversight is supported, e.g., 

permissioned blockchain networks. 

Foster Smart-Contract-Based Compliance Automation 

• Promotion of the use of smart contracts in 

automating the regulatory process, such as real-

time reporting and creation of automatic alerts in 

case of non-compliance. 

• Partner with legal and regulatory entities to make 

the smart contracts legally recognized and ready to 

be audited. 

• Adopt uniform templates of smart contracts to 

comply with the industry-specific regulations. 

• Establish Consumer Confidence and Regulatory 

Certainty 

• Improve the end-user control and transparency in 

the ways data is gathered, stored, and processed. 

• Harness certifications, compliance seals, and trust 

badges to convince consumers that the outlined 

regulatory standards are met. 

• Use interactive dashboards or portals that enable 

the stakeholders to track dashboards of compliance 

metrics in real-time. 

Invest in Integrated Compliance Systems 

• Architect a suite that seamlessly connects IoT 

sensors, blockchain ledger, compliance rules, and 

analytics to create a single source of truth on 

regulatory reporting. 

• Embrace compliance-by-design, in which 

regulatory checks are incorporated into all stages of 

the IoT and the blockchain solution lifecycle. 

• Discussion with Regulators and Standards Bodies 

• Stay in touch with policy makers and update them 

on changing compliance needs. 
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• Engage in the industry consortia and blockchain 

standardization bodies to develop frameworks in a 

co-development with compliance. 

• General Policies and Strategy Recommendations 

• Have a cross-functional compliance group 

comprising IT, legal, risk, and business in the 

management of regulatory implementations. 

• Encourage pilot installations of trying out 

blockchain and IoT use-cases at pilot scale before 

entire implementation at scale. 

• Foster academic-industry partnership and examine 

the extent of academic studies to examine ethical, 

legal, and social concerns of adopting technology 

in regulated environments. 

Implications 

1. Theoretical Implications 

This research fills out the current knowledge gap by 

confirming empirically the role of Data Privacy & Security 

Compliance, Blockchain Immutability, Data Control, Smart 

Contracts, and Consumer Trust in regulatory compliance in 

the emerging technologies. 

It has provided a conceptual framework regarding its 

approach to integrating constructs of law, technical, and 

behavioral constructs into compliance-based adoption of IoT 

and blockchain. 

As the partial mediating role of Perceived Regulatory 

Assurance has been provided, a novel mediating construct 

may eventually emerge as a direction of future research on 

trust-based adoption modelling in controlled settings. 

2. Managerial Implications 

Technology managers are advised not to take data privacy and 

intelligent contracts as an added feature, but rather as a 

compliance instrument that has direct influence on 

integration outcomes. 

The study also directs organizations to where they need most 

investments, such as investing in smart contract automation, 

which will at least triple the likelihood of compliance (odds 

ratio: 4.14). 

Managers also need to focus on areas of developing consumer 

trust and regulatory transparency, which play a vital role in 

promoting the use and stakeholder support of blockchain-IoT 

systems. 

 3. Practical Implications 

Practitioners who carry out IoT-blockchain integrations 

require implementing regulatory rationale into technical 

designs, with the help of smart contracts, irreversible records, 

and auditing paths. 

As consumers become sensitive to data, user confidence 

(dashboards, on-demand reporting, and confidence seals) 

mechanisms ought to be incorporated into solutions. 

Organizations are advised to use the concept of privacy-by-

design and compliance-by-design during the process of 

system development. 

4. Policy Implications 

Regulators can think about issuing smart contract platforms 

for fine-stakes compliance, such as supply chains, financial 

deals, or healthcare information. 

The policymakers must endorse the norms and legal 

regulations on the control of blockchain data that allow 

interoperability and legal acceptance. 

Guidelines and testbeds (sandboxes) of newly developed 

compliance technology (e.g., blockchain-enabled auditing 

systems in IoT environments) require updating. 

III. CONCLUSION  

The convergence of Blockchain and IoT technologies offers 

unprecedented potential for enhancing data transparency, 

decentralization, and operational automation. However, this 

integration is inherently complex in regulated environments 

where data privacy, legal compliance, and user trust are 

paramount. This study investigated the regulatory-conscious 

integration of Blockchain and IoT through four core 

dimensions: compliance with data protection laws (e.g., 

GDPR, CCPA), the challenges of Blockchain’s immutability, 

the role of smart contracts in compliance automation, and the 

dynamics of user adoption in regulated industries. 

The findings underscore that regulatory compliance 

significantly shapes both the design and functionality of 

Blockchain–IoT systems. Data privacy mandates such as 

consent management, modification rights, and deletion pose 

critical constraints that require adaptive architectures, such as 

off-chain storage and revocable encryption mechanisms. 

Furthermore, while Blockchain's immutability offers 

verifiability and tamper-resistance, it simultaneously 

complicates regulatory alignment, necessitating socio-

technical workarounds. Smart contracts emerge as a 

promising solution to automate compliance enforcement, but 

require agile design patterns to remain effective under 

evolving regulatory conditions. 

User adoption is another critical dimension. The study 

emphasizes that trust, perceived legal compliance, and data 

transparency significantly influence stakeholder willingness 

to engage with Blockchain–IoT solutions. Systems that are 

visibly compliant, ethically designed, and user-centric are 

more likely to be embraced by end-users, regulators, and 

businesses alike. 

 

 



Balancing IoT Integration of Blockchain using Regulatory Framework: Designing Privacy Compliance, Immutable Design, and User 

Adoption Dynamics 

 

439         IJISS Vol.16 No.1 January-March 2026 

Future Research Directions 

• Given the ongoing evolution of data protection 

laws and decentralized technologies, future 

research should explore: 

• The co-design of regulatory sandboxes with 

policymakers to test Blockchain–IoT systems in 

controlled environments. 

• The interoperability of privacy-preserving 

techniques across jurisdictions. 

• Real-world case studies that validate the 

effectiveness of smart contracts in compliance 

automation. 

• Longitudinal studies on trust-building mechanisms 

and their effect on user adoption across industries. 

Final Reflection 

Ultimately, regulatory-conscious integration is not merely a 

technical exercise; it is a socio-technical negotiation that 

demands continuous alignment between technological 

innovation, legal standards, and human expectations. As 

Blockchain and IoT mature, their responsible convergence 

will depend on the ecosystem's ability to remain adaptable, 

inclusive, and compliant by design. 
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